Authentication (OpenID)
Summary
The purpose of this exercise is to understand a single sign-on mechanism for web sites, OpenID, and then comment on its usefulness and security. Read about OpenID in the Stallings book, the OpenID website http://openid.net/connect/faq/ or the Google Identity Platform: https://developers.google.com/identity/protocols/OpenIDConnect.
For this assignment, you will need an account from at least one of the following: Google, Facebook, Twitter(X), or GitHub.  You will interact with a test site I have created for this lab: https://kengraf-auth2.firebaseapp.com/ 
You will complete the following actions:
1. Connect with your social network identity
2. Analyze the access token
3. Revoke access 
Tools/Resources
Websites:
https://kengraf-auth2.firebaseapp.com/ 
https://jwt.io
Walkthrough
1) Install 
2) A
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Description automatically generated]
I used Google with popup (pick yours)
[image: A screenshot of a login

Description automatically generated]
Result
[image: A screenshot of a computer

Description automatically generated]
The access token is managed as a locally stored value and returned as an authentication token.
[image: A screenshot of a computer

Description automatically generated]
Or via Burp
[image: Parrot OS Security Edition [Running] - Oracle VM VirtualBox]
Review the access token
Cut and paste your accessToken in to the online JWT decoder here. The signature
will not validate because the key material is not part of the JWT.
Capture screenshots of a successful login and the output from decoding the accessToken.
[image: A screenshot of a computer

Description automatically generated]
Tips/Questions:
Why do some sites require a real email address as the user name? 
Were there additional headers in the browser response not shown on the web page? 
What does a refresh token do?
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Firebase Authentication (Example)

Table of Content

There are multiple methods available for authentication with Firebase. Ensure that you have added configuration to each file, and that the
appropriate method has been enabled in the Firebase Console authentication panel. Note: custom auth does not require enabling
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Firebase Authentication (example)

Google Authentication with Popup

Sign in with your Google account below.

SIGN IN WITH GOOGLE

Firebase sign-in status: Signed out
Firebase auth currentUser object value:

null

Google OAUth Access Token:

null
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(A)

Sign in with your Google account below.

SIGN OUT

Firebase sign-n status: Signed in
Firebase auth currentuser object value:

{

"displayName”: "Ken Graf",

"email”: “kengrafs7@gmail.com”,

“emailVerified”: true,

"photoURL™: "https://1h3.googleusercontent. con/a/ACEB0CLQ3brj76ujujP8i5s21BMGSAwdp3_tzTperrtIdtTNQLIKICOa=596-C",

"isAnonymous”: false,

“7DUm3nmcZUgeTKey111t5UPObHS3",

"refreshToken": "AMf-VBXeGIOHSYGZqhsmzsf1YUENOHpaORE_nHuvIKNaIXuPUGY6BZRZZIBCTYUQ_e71EABZG_kpteAASPAIFCYOXCpbXG
_34XSkAoq_Zohuc2H7Lr2NepTVoD19wxFkqF_AD3avN5ea7-rrApAFFS7XCESQOSYSFOUEEGDRYUKebNZ6 2HEEXOWCK] SBT2mVAsVYd1rineXhdshx
Vuyy4qD6)2A8dqYu24A9y_GZSGRNN9z17r85pGrym0GkhojumaL LAvry8B7ZWBnuyStKICyBe3gaxvI INEUBZN2230y ZQHtbOTAA42mZWMKOYE b N
TTREUD28NDPXPUrL7AAXVERT 2hWYSwL 52t SLB4-y THYBBRSbeGAPGQS TBPUMY 16CTIN-Y3IAreHF tY_fVa6GTOADM3AFQFXdenQydqxbvebsyoxa” ,

“providerData™: [

{

uid”: "115804776628255050984" ,
“Ken Graf”,
: "https://1h3.googleusercontent. com/a/ACE80CLQ3br76u]ujP815s21BHGSAwap3_tzTperrtIdtTNQLIKICO:

“email”: "kengrafs7@gnail.com”,
“providerTd”: "google.com"

Google OAuth Access Token:

Yya29..3@ACH61275F CQOB1UGTVKSHrOWB1 LTBHIHSGWQLayQFsu9zQN-7LKjey tvt -a8T6xP_qPFxB8Y5neAsUo0txs7IB1HucOshHZeeu8bx1Gh1h
PLBGYRpRCSseCu7ex2jsadFReAlsYKk25DAICHYCBDLB3 1 TXFNA_f_2BaCgYKASQSARTSFQHGX2MieZ_p3ZWObSYK2D828155yQ0171
l »
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Ubraries  Introduction Ask Cratedty €% Auth0

N/ byowa

HEADER: ALGORITHM & TOKEN TYPE

‘603 fcb64832760eeb9c2677d487a694052bBe3",
T

PAYLOAD: DATA|

{
“name”: "Ken Graf®,
“picture”:
“https://1h3. googleusercontent . con/a/ACgBocLQ3br j76ujujP
815521BMGS4n4p3_tzTper rtJdtTNGLIKICIa=s96-C" ,
“https://securetoken.google.con/kengraf-auth2”,
“kengraf-auth2”,
“auth_time”: 1727649834,
“user_id": "7DUm3nmcZUgeTKey111t]UPObMS3",
*7DUnGnmCZUgeTKey 111t]UPOBHSS”,
1727649834,
1727653434,
“enail”: “kengrafs7egnail.con”,
“enail_verified": true,
“firebase”: {

VERFY SIGNATURE

RSASHAZS6 (
base64urIEncode (header) +
base64UrIEncode (payload),

+




