Authentication: SSH
Summary
This lab will create a cloud enabled server running SSH.
Tools/Resources
AWS account
Walkthrough
1) Create a launch template
[image: ]
a. Set template name
b. Image: “Quick Start” pick “Amazon Linux”
[image: A screenshot of a computer program

Description automatically generated]
c. Set size to t2.micro
[image: A screenshot of a computer program

Description automatically generated]
d. Set keypair (create if needed)
e. Network setting: 1) Pick a default subnet 2) Create a security group that allows all traffic from 132.177.0.0/16
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Description automatically generated]

f. Click Advanced details.  Add the following code as “User data”, all the other defaults are fine.
#!/bin/bash
yum -y update

# Setup web server
yum install -y nginx
/bin/systemctl start nginx.service

# Create user
useradd --password $(openssl passwd passwordsAREwrong) kmh722
cd /home/kmh722/
mkdir .ssh
chown kmh722:kmh722 .ssh
cat <<EOT >> .ssh/authorized_keys
ssh-rsa  kmh722@unh.edu
EOT

# Allow password logins
sed -i 's/PasswordAuthentication no/PasswordAuthentication yes/g' /etc/ssh/sshd_config
/bin/systemctl restart sshd
g. Click “Create Launch Template” then “View Launch Templates” 
h. Select and launch template.  In a few moments you will see a new running instance
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i. View the web page
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Description automatically generated]
j. Connect with SSH
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Description automatically generated]
Tasks
· Create a launch template for an EC2 t2.micro instance running Amazon Linux 2024.
· Expose at least SSH and HTTP ports to the UNH CIDR block.
· Use the following "User Data" to configure ngnix and SSH access using passwords and my public key.  (It is OK, to customize)
"UserData": ""
· Validate that you can connect via SSH and that the default web page is active.
Submission
Post to Canvas your public IP address.  The instance will need to remain running until graded.
Additional Thoughts
How does the class decode the user-data?  echo <user-data-paste> | base64 -d
Is behavior different if the security group allows all traffic instead of just SSH &amd HTTP?  Yes, adding all traffic adds ICMP.
Can the Launch Templates be started from a script?  Yes, everything in the cloud is based on an API.
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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l—_[ljser@parrot]— [/media/sf_OneDrive/AWS]
$ssh -i ohio.pem ec2-user@18.188.167.10
The authenticity of host '18.188.167.10 (18.188.167.10)' can't be established
ED25519 key fingerprint is SHA256:7AulJHxR1i/XrpzxwzRJrZBR6TsRnNEkPjeudbt/dec
This key is not known by any other names

ATe you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '18.188.167.1@0' (ED25519) to the 1list of known hosts
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[ec2-user@ip-172-31-34-134 ~]$ id
uid=1000 (ec2-user) gid=1000(ec2-user) groups=1000(ec2-user),4(adm),10(wheel),190;
(systemd-journal) context=unconfined_u:unconfined_r:unconfined_t:s@-s@:c0.c1023
[ec2-user@ip-172-31-34-134 ~]$ I
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‘Amazon Machine Image (AMI)
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Amazon Linux 2023 AMI
ami-0c11a84584d4e09dd (64-bit (x86), uefi-preferred) / ami-0976b17d3a694f788 (64-bit (Arm), uefi)
Virtualization: hvm  ENA enabled: true Root device type: ebs

Free tier eligible
v

Description

Amazon Linux 2023 is a modern, general purpose Linux-based OS that comes with 5 years of long term support. It is
optimized for AWS and designed to provide a secure, stable and high-performance execution environment to develop

and run your cloud applications.
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v Instance type info | Get advice

Advanced
Instance type
t2.micro Free tier eligible
Family:t2 1vCPU 1GiBMemory ~Current generation: true () All generations
On-Demand Linux base pricing: 0.0116 USD per Hour =

On-Demand SUSE base pricing: 0.0116 USD per Hour .
On-Demand Windows base pricing: 0.0162 USD per Hour ComparslistancelPES
On-Demand RHEL base pricing: 0.026 USD per Hour

Additional costs apply for AMIs with pre-installed software
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Subnet | Info

subnet-c262918f
VPC:vpc-b2bc32db  Owner: 788715698479  Availability Zone: us-east-2c v C Create new subnet [4
1P addresses available: 4091  CIDR: 172.31.32.0/20)

When you specify a subnet, a network interface is automatically added to your template.

Firewall (security groups) = Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

@® Select existing security group ‘ ‘ O Create security group ‘

Common security groups Info

Select security groups v ‘

c ‘Compare security group
OPEN_HOME_UNH sg-08fc1700d2eccecOf X ‘ rules

VPC: vpc-b2bc32db

Security groups that you add or remove here will be added to or removed from all your network interfaces.
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