Blockchain
Summary
This lab investigates the math and data structures that go into creating a block chain.  Bitcoin adds two additional  features: proof of work and distributed consensus.
Tools/Resources
Websites:
https://andersbrownworth.com/blockchain/blockchain 
https://gchq.github.io/CyberChef/ 
Tasks
· Peers: Decide who is going to be Peers A, B, and C
· Independently change a single transaction, mine until your peer is all green.
· Confirm the calculation is correct by computing your own SHA256 hash for the transaction you changed. 
· Group: Exchange your transaction change with peers.
· Reconcile the changes make by your peers,
· Record the number of mine clicks until all green.  Remember all 3 peers need to agree on a final hash value (consensus).  Did everyone in your group need the same number of mine clicks?
Submission
Upload to Canvas a docx or pdf containing the command line interaction for your group’s sha256 validation (all 5 blocks).  Your command shell will look something like:
[image: ]


Walkthrough
1) Open https://andersbrownworth.com/blockchain/blockchain 
2) Prove you can calculate your own hashes using the data from the first block: block# + nonce + data + previous.  CyberChef can also be used.
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3) Add some message to the second block and click the “Mine” button.  After a few seconds the site will calculate a new nonce so the hash value begins with “0000” and turns the block green again.  Notice the other blocks are red. Why?  Click the “Mine” button for the other red blocks.  Does the order you click matter?
4) Validate your new message hashes correctly (whitespace matters) with either sha256sum or CyberChef

[image: Blockchain Demo - Google Chrome][image: SHA2 - CyberChef - Google Chrome]
Group exercise: Groups of 3.
Using the Distributed tab: https://andersbrownworth.com/blockchain/distributed
Decide who is going to be Peers A, B, and C
Independently change the data in one of the transactions for your peer. Count the number of mine clicks until your peer is all green.
Group: exchange your transaction change with the other peers.
Reconcile the changes make by your peers,
Count the number of mine clicks until all green.  Remember all 3 peers need to agree on a final hash value (consensus).
Submission
Upload to Canvas a docx or pdf containing a screenshot showing your group’s sha256 validation
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Additional Thoughts
How are transactions stored in a bitcoin block?  Merkle trees
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\ l—_[foot@parrot]— [/media/sf_OneDrive/OpenVPN/config]
\ #echo -n 1113160000000000000000000000000000000000000000000000000000000000000000 > a
l—_[foot@parrot]—[/media/sf,OneDIive/OpenVPN/config]

#sha256sum a
000015783b764259d382017d91a36d206d0600e2cbb3567748f46a33fe9297cf a
\ l—_[foot@parrot]— [/media/sf_OneDrive/OpenVPN/config]
\ #echo -n 235230000015783b764259d382017d91a36d206d0600e2cbb3567748f46a33fe9297cf > b
l—_[foot@parrot]—[/media/sf,OneDIive/OpenVPN/config]
\ #sha256sum b
000012fa9b916eb90788d98a7864e697ae83ed54f5146bd84452cdafde43c19 b
\ l—_[foot@parrot]— [/media/sf_OneDrive/OpenVPN/config]
\ #echo -n 312984win@00012fa9b916eb9078f8d98a7864e697ae83ed54f5146bd84452cdafd@43c19 > ¢
\ l—_[foot@parrot]— [/media/sf_OneDrive/OpenVPN/config]
\ #sha256sum c
0000edaecd706T0c9T12f1e02a849c3894c0eladefe7e73d8272068394d74F2 ¢
l—_[foot@parrot]—[/media/sf,OneDIive/OpenVPN/config]
\ #echo -n 476706place@0@0edaecd706T0c9T912f1e02a849c3894c0eladefe7e73d8272068394d742 > d
\ l—_[foot@parrot]— [/media/sf_OneDrive/OpenVPN/config]

#sha256sum d
00007380183553c2202407e5fe225d170128fdec9fd7fachfedbe5fad94743a4 d
l—_[foot@parrot]—[/media/sf,OneDIive/OpenVPN/config]

#echo -n 549766s5how00007380183553c2202407e5fe225d170128fdec9fd7facbfedbe5fad94743a4 > e
l—_[foot@parrot]—[/media/sf,OneDIive/OpenVPN/config]

#sha256sum e
00001f13f47b03c68100ddbedc fae9a6d50abed49dc3696d18e38d719f582a90 e
l—_[foot@parrot]—[/media/sf_OneDIive/OpenVPN/confiQ]
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w L[)_:oot@parrot]-[/media/sf_OneDriveIOpenVPN/config]
: #echo -n 1113160000000000000000000000000000000000000000000000000000000000000000 > a
I—_[)_:ootéparrot]—[/media/sf_OneDriveIOpenVPN/config]
#sha256sum a
000015783b764259d382017d91a36d206d0600e2cbb3567748f46a33fe9297cf a
\ I—_[:foot@panot]—[/media/sf_OneDriveIOpenVPN/config]
\ #echo -n 235230000015783b764259d382017d91a36d206d0600e2cbb3567748f46a33fe9297cf > b
I—'_[:foot@panot]—[/media/sf_OneDrive/OpenVPN/config]
\ #sha256sum b
000012fa9b916eb9078f8d98a7864e697ae83ed5415146bd84452cdafde43c19 b
\ L[footeparrot]—[/media/sf_OneDrive/OpenVPN/config]
\ #echo -n 312984win@00012fa9b916eb9078f8d98a7864e697ae83ed545146bd84452cdafde43c19 > ¢
\ I—_[footeparrot]—[/media/sf_OneDriveIOpEnVPN/config]
\ #sha256sum ¢
0000edaecd706T0c9f912f1e02a849c3894c0eladefe7e73d8272068394d74f2 ¢
[root@parrot]—[/media/sf_OneDrive/OpenVPN/config]
\ #echo -n 476706place000@edaecd706T0c9f912f1e02a849c3894c0eladefe7e73d8272068394d74F2 > d
—[root@parrot]—[/media/sf_OneDrive/OpenVPN/config]
#sha256sum d
00007380183553c2202407e5fe225d170128fdec9fd7facbfedbe5fad94743a4 d
L[)_:oot@parrot]-[/media/sf_OneDriveIOpenVPN/config]
#echo -n 5497665how00007380183553c2202407e5fe225d170128fdec9fd7fachbfedbe5fad94743a4 > e
[root@parrot]—[/media/sf_OneDrive/OpenVPN/config]
‘ #sha256sum e
00001f13f47b03c68100ddbedc fae9a6d50abed49dc3696d18e38d719f582a90 e
I—_[:foot@panot]— [/media/sf_OneDrive/OpenVPN/config]
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—[root@parrot]-[/media/sf_OneDrive/OpenVPN/config
\ #echo -n 1113160000000000000000000000000000000000000000000000000000000000000000 > a
Toot@parrot]—[/media/sf_OneDrive/OpenVPN/config
#sha256sum a
000015783b764259d382017d91a36d206d0600e2cbb3567748f46a33fe9297cf a
— [root@parrot]-[/media/sf_OneDrive/OpenVPN/config

— 4




