Application Security Testing
Summary
In this lab we are going to use the open source web testing tools OWASP ZAP and Burpsuite CE (already installed on Parrot) to perform a penetration test on the Google hosted pen testing site Gruyere: http://google-gruyere.appspot.com/part1
The goal of the pen test is to identify and demonstrate the most impactful finding.
Additional testing sites can be found here: http://www.amanhardikar.com/mindmaps/Practice.html 
Tools/Resources
Parrot: Burpsuite and OWASP’s ZAP
Tasks
1. Start Gruyere http://google-gruyere.appspot.com/start
2. Setup a browser-ZAP-Burp-Gruyere proxy chain
3. Explore Gruyere
4. Attack Gruyere
5. Validate a ZAP finding.  By replaying a finding request and capturing the altered behavior.
Submission
Submit to Canvas an evidence report of what you consider the most serious finding to Canvas.  The evidence report should provide all the data needed for a developer to replicate the application flaw.




Walkthrough
1. Start Gruyere http://google-gruyere.appspot.com/start 
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2. Start ZAP
· No persistence needed
· No updates needed
· Using the proxy chain (Browser -> 8080 -> ZAP -> 8081 -> Burp -> Gruyere) .  Zap will listen on 8080, Under Network -> Connection set HTTP Proxy to localhost:8081
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3. Start Burpsuite CE
· When prompted: temporary and use defaults
· Set listen proxy to 8081 and turn intercept off
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· Return to browser, set proxy to 8080
[image: ]
· Refresh Gruyere page and accept the security issue.  The TLS connection is to ZAP not Gruyere.  You need toad ZAP’s CA to your trusted authorities store. Download and import the CA cert, check allow for websites.
[image: A screenshot of a computer

Description automatically generated]
· Validate requests are shown in both ZAP and Burp history.
[image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
· Attack Gruyere.  For the best results, spend some time playing with Gruyere.  Login, fill in forms, etc.  The more data you provide, even if fake, will inform ZAP.  Once you have touched everything in Gruyere.  In Zap, select Automated Scan, enter the Gruyere URL, click attack.
· The attack will run for a few minutes.  You should see a couple of dozen alerts with varying degrees of importance. 
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· The number of alerts in your scan will be different depending on your interactive browser session.  
· Click on the Alerts tab to expand the findings to see details about specific findings.  
· ZAP alerts are findings until you prove that a request you make will alter the site’s behavior.
· Expanding the XSS alert you will see the request ZAP sent, the response ZAP received, and guidance about the finding.  Replicate the ZAP request in your browser to validate the finding is not a false positive.
· 

https://google-gruyere.appspot.com/480430170828170014080201467021091172211/snippets.gtl?uid=%3C%2Fh2%3E%3CscrIpt%3Ealert(%22To%20fix%20this%20error%20call%20Jenny%20867-5309%22)%3B%3C%2FscRipt%3E%3Ch2%3E
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Additional Thoughts
CSP Cheat sheet: https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html 
Would authenticating to Gruyere find more alerts?
Gruyere does not use SQL,  However it is possible that ZAP may report SQLi.  Why would ZAP find SQLi when there is no database?
 What else can we configure in ZAP to get better results?
BurpSuite can be used to simulate a WAF
· Can a WAF eliminate all possible findings?  
· Can WAF cause new findings?
· Does the IT or development team manage the WAF?


image2.tmp
yere: Home

ruyere: Home

l \ Refresh

Cheddar Gruyere is the cheesiest application on the web.
Mac All snippets Homepage

Most recent snippets:

rie Brie is the queen of the cheeses!!!
All snippets Homepage





image3.tmp
[ ] Options

F| Search expressior | & % |/Connection ®
S Connection
Database General  HTTP Proxy ~ SOCKS Proxy
Display —
Dynamic SSL Certifice Enabled:
Encode/Decode Host: | localhost
v Extensions
Forced Browse Port: [ 808t ||
Fuzzer
Global Alert Fiters
Global Exclude URL Realm:
GraphQL
HTTP Sessions Uezr e
HUD
W
Keyboard Store Password
Language
Local Proxies
~ Network Enabled Host ~ ®  Add.
i Ciient: Certificates Modify.
Connection
« Global Exclusions
Local Servers/Prox
i Rate Limit Enable Al | [}
Server Certificates Disable Al
OAST
Passive Scan Rules
Passive Scan Tags Remove without confirmation?

Brmie Geemes

Authenticate:

Password:

Exclusions:

Rermove

A Reset to Factory Defaults Cancel oK.





image4.tmp
ntruder Repeater View Help
L XX J

Intruder

Repeater
Sequencer
Burp's browser

> Project

Sessions

> Network

> User interface

> site

Extensions

@ Configuration library

Tools

> Proxy

(@ Proxylisteners
8} Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proy server.

Settings

Manage global settings 3

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can import or export this certificate for use in other tor
another installation of Burp.

| Import /export CAcertificate  Regenerate CA certificate

() Requestinterception rules
€8} Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

(O intercept requests based on the following rules:

Add || Enabled [operator | Matchtype Relationship Condition
Edt v File extension Does not match (Agif$IAjpg$InpngsIrcss$InjsSInicos|A...
QO or Request Contains parameters
|l 0 o HTTP method Does not match (getlpost)
|| O A URL Is in target scope
]





image5.tmp
Connection Settings

Configure Proxy Access to the Internet
O Noproxy

O Auto-detect proxy settings for this network
O Use system proxy settings

@® Manual proxy configuration

HTTP Proxy| localhost

HTTPS Proxy| localhost

SOCKS Hcsl‘

O Automatic proxy configuration URL

‘ Eort‘ 8080 ‘
Also use this proxy for HTTPS
Port| 8080
[pot| o]
O SOCKSv4 ® SOCKS V5
Reload

No proxy for

Example:.mozilla.org, .net.nz, 192.168.1.0/24

Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

ot (3




image6.tmp
& Privacy & Security

@ sync

[20 More from Mozilla

1 Extensions & Themes

@ Firefox Support

@ Your browser is being managed by your organization.





image7.tmp
LA X ) Untitled Session - ZAP 2.14.0
Fle Edit View Analyse Report Tools Import Export Oniine Help

Standard Mode vllI!lO!ﬁiinlIlIlll-‘-l'On PO X m. = @
®Sites  + $ #QuickStart ¥ = Request ¢ Response F Requester

ommm < AUtOMateda bcan X

~ i Contexts

B Default Context || This screen allows you to launch an automated scan against an application - just enter its
© ® Sies URL below and press 'Attack’

> MM http://google-gr | Please be aware that you should only attack applications that you have been specifically
been given permission to test.

URL to attack: http://google-gruyere.appspot .comy/start | v | @ Select,
Use traditional spider:
Use ajax spider: R e
# Attack W Stop
Progress: Not started

i@ History & Search [WAlerts [ Output +
® Y Fiter: OFF 7 Export #

ID |So...| Req. Timest... | Me. URL C...|Reason| ... Size Res... | Highes... N Tags ®
1= .. 7/23/24,3:4... GET http://google-gruyere.appspot... 2... OK 2,961 by... MMedi Form, Pas.




image8.tmp
Dashboard  Target _ Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Learn
Intercept HTTP history  WebSockets history {8 Proxy settings

'V Filter settings: Hiding CSs, image and general binary content

#A |Host Method |URL Params |Edited |Statuscode |Length |MIME type |Extension | Title Notes
1 httpsifcontileservicesmozil.. GET  Mftiles. 200 8373 ISON

2 hitpligoogle-gruyereappsp.. GET  [417043480250357492405871631... 200 20 WML gl Gruere: Profile




image9.tmp
(XX ) Untitled Session - ZAP 2.14.0

File| Edit View Analyse Report Tools Import Export Online Help

StandardMode v B E B W B G L i s o EFEE EEEE -5 ¢ © ) )
®Sites  + $ FQuickStart + = Request +«Response dfRequester +

o EE This screen allows you to launch an automated scan against an application - just enter its
URL below and press 'Attack’
v i Contexts

B Default Context | | Please be aware that you should only attack applications that you have been specifically
v ® Sites been given permission to test,

> MM https:/spocs.( i

> WM https://play.gc

5 o eeps igoogle URL to attack 828170014080201467021091172211 | v | ® Select

> M https:/fid.gooc Use traditional spider:

> B hEps:/www.¢ Use ajax spider: with | Firefox Headless v

> M https://www.¢ ¥ Attack W Stop
@ History & Search [WAlerts + [ Output i Spider & Active Scan WebSockets  +
Rwars Cross Site Scripting (Reflected)

https://google-gruyere.appspot.com/4804301708281

- W Alerts (29) 70014080201467021091172211/snippets.gtl?uid=%

~ M Cross Site Scripting (Reflected) (2) e 3C%2Fh2%3E%3Cscript%3Ealert%281%29%3B%3C%
B GET: https://google-gruyere. appspot.com/4 2F SCRIpt%3E%3Ch2%3E
W POST: https://google-gruyere.appspot.com pig. e High

> M Spring4Shell Confidence: Medium

> M Absence of Anti-CSRF Tokens (8) Parameter: uid

> M CSP: Wildcard Directive (10) HAttack: </h2><script>alert(1); </scRipt><h2>

> M CSP: script-src unsafe-eval (10) Evidence:  </h2><script>alert(1);</scRipt><h2>

> M CSP: style-src unsafe-inline (10) CWED: 79

> M Content Security Policy (CSP) Header Not Set \wascp: 8

> M Missing Anti-clickjacking Header (63) Source: Active (40012 - Cross Site Scripting (Reflected))

> MM CSP: Notices (10) Input Vector: URL Query String

> M Cookie No HEtpOnly Flag (4) Description

> MM Cookie Without Secure Flag (4)

Cross-site Scripting (XSS) is an attack technique that involves
> M Conkie with SameSite Attribite None (21

echoing attacker-supplied code into a user's browser instance. A
Alerts f#2 P46 M 10 M 11 Main Proxy: localhost:8080 Current Scans #0 %0 ©0 40 @0 *0 %0




image10.tmp
O B https://google-gruyere.appspot.com/4804301708281700  ¥¥

| My Snippets | New Snippet | Upload  bob <bob> | Profile | Sign out

Ve

is not an author.

® google-gruyere.appspot.com

To fix this error call Jenny 867-5309

[ Don't allow google-gruyere.appspot.com to prompt you again




image1.tmp
Your Gruyere instance id is 417043480250357492405871631164722583279.
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