Rhino Hunt (a forensics CTF)
Summary
This lab uses a forensics CTF supported by NIST: https://cfreds-archive.nist.gov/dfrws/Rhino_Hunt.html
Scenario:
 The city of New Orleans passed a law in 2004 making possession of nine or more unique rhinoceros images a serious crime.   The network administrator at the University of New Orleans recently alerted police when his instance of RHINOVORE flagged illegal rhino traffic.  Evidence in the case includes a computer and USB key seized from one of the University’s labs.  Unfortunately, the computer had no hard drive.  The USB key was imaged and a copy of the dd image is on the CD-ROM you’ve been given.
 In addition to the USB key drive image, three network traces are also available—these were provided by the network administrator and involve the machine with the missing hard drive.    The suspect is the primary user of this machine, who has been pursuing his Ph.D. at the University since 1972.
Note: Four images are in the packet captures, four on the disk image, with one in common for a total of seven.  Two images are hidden using steganography and are out of scope for this lab.
The task:
 Recover at least seven unique rhino pictures from the available evidence and include them in a brief report.  In your report, provide answers to as many of the following questions as possible:
· Who gave the accused a telnet/ftp account?
· What’s the username/password for the account?
· What relevant file transfers appear in the network traces?
· What happened to the hard drive in the computer?  Where is it now?
· What happened to the USB key?
· What is recoverable from the dd image of the USB key?
· Is there any evidence that connects the USB key and the network traces?  If so, what?
Tools/Resources
Parrot: Wireshark and Foremost
Website: NISTLinks to an external site.
Tasks
· Download and unzip disk image for analysis: Zip fileLinks to an external site. 
· Validate MD5 hashes
· Answer the questions and find the Rhinos
· Carve all data out of the disk image using Foremost.
· The system file viewer can be used to see images and the diary.
· Reading the dairy will answer some of the questions.
· Open the rhino.log with wireshark.
· Set the filter to: ftp or ftp-data
· Find user names, passwords, and download
· Open rhino2.log in Wireshark
· Export the relevant HTTP objects in the packet capture.
Submission
Upload to Canvas a docx or pdf containing:
· The answers to the questions
· A screenshot of the file viewer showing the thumbnails of the rhino images you collected.


Walkthrough
1) Download disk image for analysis: https://cfreds-archive.nist.gov/dfrws/Rhino_Hunt.html 
a. Zip: https://cfreds-archive.nist.gov/dfrws/DFRWS2005-RODEO.zip 
2) Carve all data out of the disk image:
[image: A screenshot of a computer

Description automatically generated]

3) The system file viewer can be used to see images and the diary.
a. Reading the dairy will answer some of the questions.
4) Open the rhino.log with wireshark.
a. Set the filter to: ftp or ftp-data
b. FTP user names and passwords are in the clear
c. There are three downloads. Follow the TCP stream by right clicking on one of the packets.  Set “show data as” to RAW then save.
[image: A screenshot of a computer

Description automatically generated]
d. Unzip contraband.zip
[image: A screenshot of a computer program

Description automatically generated]

5) Open rhino2.log in Wireshark
a. Export the relevant HTTP objects in the packet capture.
[image: A screenshot of a computer
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[image: A screenshot of a computer

Description automatically generated]
Additional Thoughts
How does knowing the MD5 values help the investigation?
What does having two similar looking images with different MD5 suggest?
image1.tmp
[user@parrot]—[~/Downloads ]
$mdSsum *
6a80946a0Te694c12683a91019d6d2ef DFRWS2005-RODEOD. zip
80348c58eec4c328ef1f7709adc56a54 RHINOUSB.dd
c0d0093eb1664cd7b73f3a5225ae3f30 rhino.log
cd2leafdactb50f71ffff857d7968341 rhino2.log
7e29f9d67346df25faaf18efcd95fc30 rhino3.log
[user@parrot]—[~/Downloads]
$foremost RHINOUSB.dd
Processing: RHINOUSB.dd
x|
[user@parrot]—[~/Downloads ]
$1s -1tr output
total 4
drwxr-xr-- 1 user user 48 Jul 27 15:16 gif
drwxr-xr-- 1 user user 168 Jul 27 15:16 jpg
drwxr-xT-- 1 user user 24 Jul 27 15:16 ole
-Tw-T--I-- 1 user user 1120 Jul 27 15:17 audit.txt

l—_[ljsemparrot]— [~/Downloads]
s
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[W]ftp or ftp-data [X]
No. Time Source Destination Protocol _Length Info
1541 185.602818 137.30.120.40 137.30.122.253 FTP 74 Response: 200 Type set to I.
r 1544 188.994914 137.30.122.253 137.30.120.40 FTP 81 Request: PORT 137,30,122,253,6,121
B 1545 188.995519 137.30.120.40 137.30.122.253 FTP 84 Response: 200 PORT command successful.
4 1546 188.996081 137.30.122.253 137.30.120.40 FTP 71 Request: STOR rhinol.jpg
| 1550 189.033465 137.30.120.40 137.30.122.253 FTP 111 Respons: 150 Opening BINARY mode data connection for r

0.122.253 37.30.120.40

(PORT) (STOR rhinoi.jpg)

1552 189.037663 137.30.122.253 137.30.120.40| Mark/Unmark Packet(s) Ctrl+M ites (PORT) (STOR rhinol.jpg)
1554 189.038191  137.30.122.253 137.30.120.48|  jgnore/Unignore Packet(s) Ctri+D tes (PORT) (STOR rhinoi.jpg)
1555 189.038268  137.30.122.253 137.30.120.40 y tes (PORT) (STOR rhinoi.jpg)
1557 189.038368  137.30.122.253 137.30.120.40| Set/UnsetTime Reference Cerl+T tes (PORT) (STOR rhinoi.jpg)
1558 189.038447  137.30.122.253 137.30.120.40  Time Shift... Ctrisshift+T [tes (PORT) (STOR rhinoi.jpg)
1560 189.039167  137.30.122.253 137.30.120.40 tes (PORT) (STOR rhinoi.jpg)
1561 189.039248 137.30.122.253 137.30.120.40  Packet Comments ’tes (PORT) (STOR rhinol.jpg)
1562 189.039328  137.30.122.253 137.30.120.40  Egit Resolved Name tes (PORT) (STOR rhinoi.jpg)
1564 189.040132  137.30.122.253 137.30.120.40 tes (PORT) (STOR rhinoi.jpg)
1565 189.040215  137.30.122.253 137.30.120.40  Apply as Filter »ltes (PORT) (STOR rhinoi.jpg)
1566 189.040295  137.30.122.253 137.30.120.40  ponnie o Fiter , ltes (PORT) (STOR rhinoi1.jpg)
1567 189.040375  137.30.122.253 137.30.120.40 tes (PORT) (STOR rhinoi.jpg)
1569 189.053836  137.30.122.253 137.30.120.48  Conversation Filter »ltes (PORT) (STOR rhinoi.jpg)
| 1570189.053934  137.30.122.253 137.30.120.48]  (o\0rize Conversation , ltes (PORT) (STOR rhinoi.jpg)
» Frame 1551: 1514 bytes on wire (12112 bits), 1514 bytes SCTP >| @3 93 cc 57 92 08 00 45 00

» Ethernet II, Src: Apple cc:57:92 (00:03:93:cc:57:92),

: TCP Stream Crl+Alt+Shift+T
» Internet Protocol Version 4, Src: 137.30.122.253, Dst: ¥y Q
» Transmission Control Protocol, Src Port: 1657, Dst Port  Copy 1
FTP Data (1460 bytes data) H
Setup frame: 1544 Protocol Preferences > oshop

[Setup method: PORT] Decode As.
[Command: STOR rhino1.jpg] i
Command frame: 1546 Show Packet in New Window

Command frame: 1546 UUYU YUY ©Z 08 U 5
[Current working directory: ] 0020 00 03 03 ©3 00 60
0ObO 00 00 00 B0 00 00
00cH 00 00 00 00 00 00
00do 00 00 00 60 00 00
O0e0 38 42 49 Ad 03 ed

coooog

0 00 00 00 00 160 00 48 0O 00  8RIM




image3.tmp
l—_[ljsemparrot]— [~/Downloads]

$fcrackzip -u -D -p /usr/share/wordlists/rockyou.txt contraband.zip

l—_[ljser@parmt]—[dDownloads]

$unzip contraband.zip

Archive: contraband.zip

[contraband.zip] rhino2.jpg password:
inflating: rhino2.jpg

l—_[ljsempanot]—[dDownloads]




image4.tmp
5 Edit View Go Capture

Analyze Statistics Telephony Wireless Tools Help

Open

Open Recent

Merge...

Import from Hex Dump...

Close

Save As...
File Set
Export Specified Packets...

Export Packet Dissections

f ExportPDUstoFile...
Strip Headers...

Export TLS Session Keys.
Export Objects

Print
Quit

Ctrl+0

Ctri+w

Ctrl+Shift+S

Ctri+p.
ctri+Q

JKIEEoanE

Frame 497 488 bytes on wire (3904 bits
Ethernet IT, Src: Apple_cc:57:92 (00:0
Internet Protocol Version 4, Src: 137.
Transmission Control Protocol, Src Por

Destination Protocol _Length Info

64.233.167.104 HTTP 356 GET / HTTP/1.1

64.233.167.104 HTTP 404 GET /images/logo.gif HTTP/1.1
137.30.120.37 HTTP 437 GET /~gnome HTTP/1.1
137.30.123.234 HTTP 642 HTTP/1.1 301 Moved Permanently (text/html)
137.30.120.37 HTTP 438 GET /~gnome/ HTTP/1.1
137.30.123.234 HTTP 1033 HTTP/1.1 200 OK (text/html)
137.30.120.37 HTTP 325 GET /icons/blank.gif HTTP/1.1
137.30.123.234 HTTP 484 HTTP/1.1 200 OK (GIF89a)
137.30.120.37 HTTP 326 GET /icons/image2.gif HTTP/1.1
137.30.120.37 HTTP 324 GET /icons/back.gif HTTP/1.1
137.30.123.234 HTTP 646 HTTP/1.1 200 OK (GIF89a)
137.30.123.234 HTTP 553 HTTP/1.1 200 OK (GIF89a)

e/rhinod. jpg HTTP/1.1

137.30.123.234 HTTP 273 HTTP/1.1 200 OK (JPEG JFIF image)
137.30.120.37 HTTP 488 GET /~gnome/rhino5.gif HTTP/1.1
137.30.123.234 HTTP 675 HTTP/1.1 200 OK (GIF89a)
4 HTTP 356 GET / HTTP/1.1
HTTP 439 GET /-venkata HTTP/1.1
a HTTP 646 HTTP/1.1 301 Moved Permanently (text/html)
urTo A48 GET_ /-uenkata/ WTTB/1 1
ured (3904 bi 0000 08 00 20 72 6f Ob 00 ©3 93 cc 57 92 08 00 45 00
dst: Oracle_72 9010 01 da ab 89 40 00 80 06 47 48 89 le 7b ea 89 le
SMB... 137.30.120.37 | O¢ 78 25 07 ea 00 50 5b 35 13 ec 49 29 bb 11 50 18
: 80, Seq: 13 0030 £2 08 19 00 00 47 45 54 20 67
0040 2f 72 20 48 54 54 |
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Text Filter:

Packet ~
30
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37
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46
215
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362

* Help

Hostname Content Type

www.cs.uno.edu text/html
www.cs.uno.edu text/html
www.cs.uno.edu image/gif
www.cs.uno.edu imagegif
www.cs.uno.edu image/gif

www.cs.uno.edu image/jpeg

www.cs.uno.edu image/gif
www.cs.uno.edu text/html
www.cs.uno.edu text/html
www.cs.uno.edu text/html

Content Type: | All Content-Types ~

Size Filename
304 bytes ~gnome
772bytes ~gnome
148 bytes  blank.gif
309 bytes image2.gif
216 bytes _back.gif
153 kB nod.jpg
85kB  rhinoS.gif
306 bytes ~venkata
1388 bytes ~venkata
2270 bytes index-html
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