Network Forensics
Summary
This lab uses Wireshark to perform a forensic analysis of an email network capture between Alice and an unknown associate.
Tools/Resources
Wireshark, preinstalled on Parrot
Tasks
Story
After being released on bail, Ann Dercover disappears! Fortunately, investigators were carefully monitoring her network activity before she skipped town.
“We believe Ann may have communicated with her secret lover, Mr. X, before she left,” says the police chief. “The packet capture may contain clues to her whereabouts.”
You are the forensic investigator. Your mission is to figure out what Ann emailed, where she went, and recover evidence.
The evidence packet capture is in the class files on canvas (Lab18-evidence.pcap)
· Provide answers to the following questions in a DOCX or PDF submitted to Canvas 
· What is Ann’s email address?
· What is Ann’s email password?
· What is Ann’s secret lover’s email address?
· What two items did Ann tell her secret lover to bring?
· What is the NAME of the attachment Ann sent to her secret lover?
· What is the MD5sum of the attachment Ann sent to her secret lover?
· In what CITY and COUNTRY is their rendezvous point?
· What is the MD5sum of the image embedded in the document? 
· Hint: The correct answer is NOT: e3001a972e718aebb75ba070b1e5434c
Submission
Upload to Canvas the answers to the questions.



Walkthrough
1) Download pcap: https://mycourses.unh.edu/files/11819946/download?download_frd=1
2) Load into Wireshark
[image: A screenshot of a computer

Description automatically generated]
3) What is Ann’s email address?  sneakyg33k@aol.com
Filter smtp packets then follow email stream (note there is more than one email stream).  The timestamps are a good indication which packet belong to which smtp stream.
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Description automatically generated]
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Description automatically generated]


4) What is Ann’s email password? 558r00lz
Decode the base64, this deletes various whitespace not part of the actual attachment.
[image: A screenshot of a computer program

Description automatically generated]
5) What is Ann’s secret lover’s email address? mistersecretx@aol.com
Needed second email
[image: A screenshot of a computer

Description automatically generated]
Same base64 process as previous step.
6) What two items did Ann tell her secret lover to bring? A fake passport and a bathing suit
Just read the email details
[image: A screenshot of a computer

Description automatically generated]
7) What is the NAME of the attachment Ann sent to her secret lover? secretrendezvous.docx
Again, read the mail details
8) What is the MD5sum of the attachment Ann sent to her secret lover? 
Cut and paste the base64 in the email stream to ann.b64, the here doc trick works well.  Then convert the b64 and open the docx
[image: A computer screen with green and white text

Description automatically generated]
9) In what CITY and COUNTRY is their rendez-vous point? Playa del Carmen, Mexico

[image: A map with red dots and a map with a picture of a boat

Description automatically generated with medium confidence]
10) What is the MD5sum of the image embedded in the document? aadeace50997b1ba24b09ac2ef1940b7
Export of the image does NOT work as it alters the image.  Unzip the docx then take the md5
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Description automatically generated]
Additional Thoughts
How does UNH’s current email implementation protect against password discovery? UNH email client is HTTPS not SMTP based.
Why does SMTP send passwords in the clear?  1) Connections to the server were considered physically secured.  2) The overhead of encryption was considered too difficult/expensive.
Why is the image MD5 not e3001a972e718aebb75ba070b1e5434c?  Word changes the image resolution when saving, thus impacting the md5.
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220 cia-mco6.mx.aol.com ESNTP mail cia-mce6.1; Sat, 10 Oct 2009 15:35:16 -0409

EHLO annlaptop
250-C1a-nco6.mx. aol..con host -69-140-19-190. static. concast . net
250-AUTH=LOGIN PLAIN XAOL-UAS-MB

250-AUTH LOGIN PLAIN XAOL-UAS-MB

250-STARTTLS

250-CHUNKING

250-BINARYMIVE

250-X-AOL-FWD-BY -REF

250-X-AOL-DIV TAG

250-X-AOL-UTBOX-COPY

250 HELP

AUTH LoGIN

334 VXNLCnshbHUG

C251YWt5ZzMzaBBb2wuY29t

334 UGFzc3dvenQs

NTU4C] AubHo=

235 AUTHENTICATION SUCCESSFUL

MAIL FRON: <sneakyg3akgaol.con>

250 0K

RCPT T0: <secs580gnail.con>

250 0K

DATA

354 START MAIL INPUT, END WITH "." ON A LINE BY ITSELF
Message-1D: <900991cad92eSBIAGIBCOSITO1a8C00annlaptop>

Fron: "Ann Dercover” <sneakyg33kgaol.com>

To: <secs58@gnail.con>

Subject: Tunch next week
Date: Sat, 10 Oct 2009 0
MTHE Vorsion: 1 6

Packet 59. 10 clent pkt(s), 10 server pkt(s), 18 turn(s). Click o select.

30 -0600

Entire conversation (2002 bytes) ~ | Show data as |ASCII -
Find:

Filter Out This Stream Print. Back X Close

stream |0

53Help

5
I §




image4.tmp
—[user@parrot|—[~]

—= $ echo VXNlcmShbWU6 | base64 -d

sername: —[user@parrot]|—[~]

—= $echo c251YWt5ZzMza@Bhb2wuY29t | base64 -d
neakyg33k@aol.com—[user@parrot]|—[~]

—= $echo UGFzc3dvcmQ6 | base64 -d

assword: —~[user@parrot]-[~]

—= $echo NTU4cjAwbHo= | base64 -d
5810017 — [user@parrot|—[~]

—
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113:
Ethernet II, Src: Dell 4d:4f:ae (00:21:70:4d:4f:ae),
Internet Protocol Version 4, Src: 192. 16

ann-skips-bail pcap.

906745 192.168.1.
078003  64.12.102.
079020  192.168.1.
079472 64.12.102.
191349 64,12.102.
193067  192.168.1.
193568 64.12.102.
301425  64,12.102.
302383 192.168.1.
302834 64.12.102.
413344 64.12.102.

Destination

192.168.1.
64.12.102.
192.168.1.
64.12.102.
192.168.1.
192.168.1.
64.12.102.
192.168.1.
192.168.1.
64.12.102.
192.168.1.
192.168.1.

62 bytes on wire (496 bits), 62 bytes capt

159, Dst:

Protocol _Lengtt Info

134 S: 220 cia-mc@7.mx.aol.com E
70 C: EHLO annlaptop

54 587 . 1038 [ACK] Se

1 Acks

305 S: 250-cia-mc@7.mx.aol.com f
66 C: AUTH LOGIN

54 587 . 1038 [ACK] Se

32 Ack

72'S: 334 VXNLCUShDWUG

80 C: User:

C251YWt5Z2Mza0BNb2y

54 587 . 1038 [ACK] Seq=350 Ack
72S: 334 UGFZC3dvenQs e

e 14 00 21
49 00 80 6
62 4b 6d 03
80 00 02 64

70 4d 47 ae 08 00 45 00
91 51 cO a8 01 9 40 Oc
a3 7a 00 00 00 00 70 02
05 b4 01 01 04 62

Packets: 572 - Displayed: 454 (79.4%) _Profile: Default
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Content-Type: text/plain;
charset="150-8859-1"
Content-Transfer-Encoding: quoted-printable

Hi sweetheart! Bring your fake passport and a bathing suit. Address =
attached. love, Amn
= NextPart_6e1_000E_91CA497C.9DECIETD
Content-Type: text/ntm;
charset="1508859-1"
Content-Transfer-Encoding: quoted-printable

<IDOCTYPE HTHL PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTHL><HEAD>

<META http-equiv=3DContent-Type content=3D"text/htnl,
charset=30is0-8850-1">

<META content=3D"MSHTNL 6.00.2900.2853" name=3DGENERATOR>
<STYLE></STYLE>

</HEAD>

<800V bacotors:

Content -Disposition: attachment;
¢ 217 client pkt(s, 10 server pkt(s), 18 tun(s).

| Entire conversation (286 kB)

Show data as | ASCII

Find: |
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—user@arrot|—[~|

—= $md5sum ann.b64
456e4ffd85373c1b03f122e99adf8825 ann.be4
—user@arrot|—[~|

——= $base64 -d <ann.b64 >ann.docx
—user@arrot|—[~|

—= $mdSsum ann.docx
9e423e11db88f01bbff81172839e1923 ann.docx
—user@arrot|—[~|

— 9§
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[Meet me at the fountain near the rendezvous point. Address below. I'm bringing all the cash.
T
S - Qs

Playa del Carmen
s

1 Av.Consetuyantes 1 Cale 10 x a Sta
Auenica

Playa del Camen, 77760, Mexico

o1 864 873 4000

€203 Goodl - o s £2008 HEG- =
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ST e R
l—_[ljsex@pan’ut 1-0~1
$unzip ann.docx
Archive: ann.docx
replace [Content_Types].xml? [yles, [n]o, [A]1ll, [N]one, [r]ename: A
inflating: [Content_Types].xml
inflating: _rels/.rels
inflating: word/_rels/document.xml.rels
inflating: word/document.xml
extracting: word/media/imagel.png
inflating: woxrd/theme/themel.xml
inflating: word/settings.xml
inflating: word/webSettings.xml
inflating: word/styles.xml
inflating: docProps/core.xml
inflating: word/numbering.xml
inflating: word/fontTable.xml
inflating: docProps/app.xml
l—_[t:sex@parrot 1-[~1
$md5sum word/media/imagel.png
aadeace50997blba24b@9ac2ef1940b7 word/media/imagel.png
[user@parrot | [~]
L
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(WTapply 2 display filter

No. Time
1 0.000060

Telephony  Wireless Tools Help

Qe iF

Destination

Protocol_Lengtk Info E
Syslog 230 KERWWARNIVG: Oct 10 17:33:%

g I T T Ty
4 4.998170 ARP 42 Who has 192.168.1.302 Tell {
5 4.998409 ARP 42 192.168.1.30 is at 00:0c:29
6 32.995335 NTP. 90 NTP Version 4, broadcast

7 32.996058 Syslog 236 KERN.WARNING: Oct 10 12:34:2
8 37.995178 ARP 42 Who has 192.168.1.302 Tell {
9 37.995789 ARP 42 192.168.1.30 is at 00:0c:29

10 49.058250 192.168.1.255 BROWSER 216 Get Backup List Request

11 49.050280 192.168.1.30 Syslog 280 KERN.WARNING: Oct 10 12:34:4

12 49.064404 192.168.1.255 NENS 92 Name query NB WORKGROUP<1b>

13 49.065300 192.168.1.30 Syslog 278 KERN.WARNING: Oct 10 12:34:4 |~
» Erame 2: 42 bytes on wire (336 bits), 42 bytes captur ©0 21 70 40 4 ae 00 50 56 cO 00 02 68 06 00 01
» Ethernet II, Src: VMware c6:09:02 (00:50:56:c0:00:02) 0010 ©08 00 06 04 60 01 00 50 56 cO 00 02 cO a3 01 62
» Address Resolution Protocol (request) 0 00 00 0 09 00 cO a8 01 Of

O 7 ann-skips-bail.pcap Packets: 572 - Displayed: 572 (100.0%) _Profile: Default

veople
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60 83.465436 192,
7183.578844  64.1
72 83.579698 192,
74 831607311 64.1
75 83.608107 192,
77 83.808024  64.1
78 83.810602 192,
80 83.811862 102,
82 84.148651  64.1
83 84.140420 192,

Erame 66: 68 bytes on wi
Ethernet II, Src: Dell 4
Internet Protocol Versiol
Transnission Control Pro|
Simple Mail Transfer Pro

Time Source

Destination

Ignore/Unignore Packet(s)
Set/Unset Time Reference
Time shift..

Packet Comments

Edit Resolved Name
Apply as Filter

Prepare as Filter
Conversation Filter
Colorize Conversation
scTP

Follow

Copy
Protocol Preferences
Decode As...

Ctri+shift+T

Show Packet in New Window

O 7 simple Mail Transfer Protocol: Protocol

e
Packets: 57,

Lengtt Info

S: 334 UGFZC3dvengs

NTU4cC) AwbHo=

235 AUTHENTICATION SUCCES

MAIL FROM: <sneakyg33kga(

RCPT T0: <secs58ggnail.cq
250 0K

60 C: DATA

85 S:
87 C.
62 250 0K
83 C.
62!

110 S: 354 START MAIL INPUT, EN[

1462 C: DATA fragment, 1348 bytes
59 from: "Ann Dercover” <sneaky
625 250 OK.

60 C: QUIT

9 ee 14 00 21
80 40 00 80 6
6c 62 4p 91
0a 60 00 de 54
0a

TCP Stream

70 4d 47 ae 08 00 45 00
91 60 cO a8 01 O 40 OC
13 a0 26 36 01 57 50 18
55 34 63 6a 41 77 62 48
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